(At0|a Insight Forensic 2.0

TECHNOLOGY

Cong cu thu thap dir liéu forensic tién phong va duy nhat hoat dong véi cia phwong tién tot va bi hw héng.

- Phan tich 6 cung tu dong chuyén siu

- Xur 1y tao anh nhiéu lan d6i v6i 6 cimg bi hu hong
- Ty dong tao anh ddi vai freezing media

- Phuc héi khu vure bi hu hai (Bad sector)

ot © © - Chia doan bam (hashing) dé kiém tra hinh anh 6 ctmg bi hu hai

- Giam sat dong dién HDD dé phan tich lién tuc

m Trich xuit mat khdu ATA khong xac dinh
Xac dinh vi tri cac khu vuc - phat hién céac t¢p va phan vung thudc vé céc khu vu 6 dia da chi dan.
m Tim kiém ttrc thoi cac khu vuc c6 thanh phén la (Artifact) dua trén cong cu Intel Hyperscan
Tinh néng Tinh to4n bam (tuyén tinh va phan doan): MD5, SHA1, SHA224, SHA256, SHA384, SHA512
m Phuong thirc x6a bao gém: DoD 5220.22-M, Secure Erase, NIST 800-88, Pattern Erase
Forensic phuc hdi tap tin cho NTFS, APFS (voi cac khdi lugng duge ma hoa), XFS, ext4/3/2,
ExFAT, HFS/HFS+, FAT32, FAT16

® 3 phién tao anh dong thoi + da nhi¢m » Hé thong quan 1y truong hop tu dong tao bao cao chi tiét

Toe do tao anh lén t6i 500 MB/s So sanh 1 & ciing v6i 3 & ctmg hoc hinh anh.

= EOI, AFF4 hoic Hinh dnh muc tiéu tho dugc tao trong mang hodc trén 6 clrng muyc tiéu = Phat hién va d& bé cac khu vue han ché HPA va DCO.
Lén dén 3 muc tiéu mdi phién tao anh Loc (trim) SSD

= HOo trg SATA, IDE, USB
Thong qua phan mé rong: SAS, Apple PCle (2013 — mé gan day), NVMeand M.2 PCle SSDs

m Tich hop bd chin ghi cho tit ca cac cong ngudn

Phan tich Chirng minh Forensic
0 cung tao anh 0 cirng phuc hoi tap tin
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Atola

Product comparison

Atola TaskForce 2
Phién tao anh dong thoi

DiskSEnsE I
Atola TaskForce Atola Insight Forensic
Tao anh
25+ 12+ 3
Téc 9 tao anh liy ké 25 TB/gidr 15 TB/gid 4 TB/hour
Ty dong phat hi¢n cAu hinh RAID Support RAID 0, 1, 5, 6, 10 and JBOD -
Tw dong héa Web API -
HB® tro § cling bi héng Dau bi hong, freezing drives, phat hién doan mach, § cimg HDD/SSD bj mon
Hb tro lua chon diu v v v
Céng mang 2 x 10Gb Ethernet ports
Ché dp Express Lén dén 25 phién tao anh Lén dén 17 phién tao anh -
Tao anh Logical dén L01 v v -
Muc tiéu tao dnh E01/RAW/AFF4 files located on other drives (Veracrypt-encrypted as option), EOI/RAW/AFF4 files located on a server or NAS, bit-to-bit copy on other drives
Muc tiéu t6i da tao znh mdi phién 5 5 3
Phin cirng
. 26 céng 18 céng 10 ports
Cong R 1oz R 2z ;
Véi nguon/muc dich chuyén doi Vi nguon/muc dich chuyén doi Cannot switch source/target
4 NVMe M.2/U.2 PCle 4.0 6 SATA 6 SATA
8 SATA 6 SAS/SATA 6 SAS/SATA
Port types 8 SAS/SATA 4 USB 4USB
4USB 1 IDE 1 IDE
2 ! IDE . Céng mo rong Extension port
Cong mo rong
Chéng ghi Trén tét ca cac cong (co thé cau hinh) Trén tit ca cac cong (co thé cau hinh) on source ports
M.2 NVMe/PCIe/SATA M.2 NVMe/PCIe/SATA M.2 NVMe/PCIe/SATA
Mé-dun mé rong Apple PCle Apple PCle Apple PCle
Thunderbolt Thunderbolt Thunderbolt
SAS
Giao di¢n web-based (ngoai tuyén) Windows application
Ché dp Wi-Fi B6 chuyén ddi ngoai (tity chon) B
Ché d¢ doe lap Ché do Kiosk v .
Server rack compatibility N4
Cic tinh ning khac
Phan tich § cirng PCB, Heads, Media scan, Firmware, T¢p hé théng. U'éc tinh thoi gian tao anh
Xoa Zero-fill, Custom pattern, LBA number, Secure Erase, DoD 5220.22-M, NIST 800-88, Random, Format NVM and Sanitize for NVMe drives
Thuét toan bam MDS5, SHA1, SHA256, SHAS512
Quan ly truong hop v
Automatic report generation v
Cac tinh nang chung khac
Cac tinh ning dic biét chi danh cho Insight Forensic

v

SSD Trim, HPA, DCO, AMA recovery, Segmented hashing, Source drive files preview

Unknown ATA password recovery, Locate sectors, Artifact
Finder (sector-level), File recovery, Scripting, Disk editor
(HEX)
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